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DETAILED ACTION 

Response to Amendments 

Applicant's amendments/arguments filed 4/21/2010 with respect to pending claims 1, 5-6, 
8, 12-13, 17, 21-22, 24, 28-29, 31, and 32 have been fully considered but are not persuasive. The 
Examiner would like to point out that this action is made final (See MPEP 706.07a). 



Response to Arguments 

Applicants contend "Nagai et al. fails to teach or suggest 'a processing unit for dividing 
content data into separate content data portions, for storing each of the separate content data 
portions in a different sector with a first data block of the data storage area, and for storing a 
security header corresponding to the content data in a second data block of the data storage area, 
wherein the first data block is different from the second data block'." Examiner respectfully 
disagrees. Nagai et al. teach that the key may be stored independently from the content (par. 
178, lines 10-17 and Fig. 5, element 503). Nagai et al. further teach that the content may be split 
up into a non-encrypted portion and an encrypted portion in and stored in different areas in 
association with copy control information (par. 266 and Fig. 5, elements 502 & 507). Therefore, 
Nagai et al. teach a processing unit for dividing content data into separate content data portions, 
for storing each of the separate content data portions in a different sector with a first data block 
of the data storage area, and for storing a security header corresponding to the content data in a 
second data block of the data storage area, wherein the first data block is different from the 
second data block. 
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Applicants also contend that Nagai et al. (as well as the other cited prior art references) 
fail to teach or suggest "a cryptosystem unit for performing sector level encryption by using a 
different encryption key for each sector of the first data block to execute encryption processing 
on the content data portion to be stored in each of the sectors." Examiner respectfully disagrees. 
Examiner would like to note that this element was taught as not being explicitly disclosed by 
Nagai et al, and that the reference relied upon for this limitation was Pebley et al. Pebley et al. 
suggested that different keys could be used for different portions of a file (col. 4, lines 32-67). 
Furthermore, one of ordinary skill in the art would have been motivated to modify Nagai et al. to 
include this feature since Pebley et al. suggest that using different keys for each sector 
strengthens the level of confidentiality for the document in col. 4, lines 32-67 and col. 5, lines 
26-32. Therefore, the combination of Nagai et al. and Pebley et al. suggests a cryptosystem unit 
for performing sector level encryption by using a different encryption key for each sector of the 
first data block to execute encryption processing on the content data portion to be stored in each 
of the sectors. 

Applicants contend "Nagai et al. also fails to teach or suggest 'wherein the security 
header stored in the second data block includes each encryption key used for each sector of the 
first data block'." Examiner respectfully disagrees. Although Applicants mention that a 
deciphering key is stored, Examiner would like to point out that in the instance that the key was a 
symmetric key, the deciphering key is the same as the encryption key. Therefore, storing the 
'encryption key' would not be patentable distinct since Nagai et al. teach storing the deciphering 
key in the security header (par. 152, lines 1-7). The use of symmetric key cryptography is 
commonly known in the art as computationally less expensive, therefore it would have been 
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commonly known that the deciphering key of Nagai et al. could have been a symmetric key. 
Furthermore, Nagai et al. teach that the data could be encrypted by the decipher key (par. 68 and 
par. 70). Thus, since the decipher key may be used to encrypt data and to decipher data, the 
system of Nagai et al. seems to be employing symmetric key cryptography. Based on this, 
storing the deciphering key is equivalent to storing the enciphering key, and thus the claims are 
not patentably distinct from the cited prior art of record. Therefore, Nagai et al. teach wherein the 
security header stored in the second data block includes each encryption key used for each sector 
of the first data block. 

Furthermore, it seems that Applicants are arguing against the references individually. 
Examiner would like to note that one cannot show nonobviousness by attacking references 
individually where the rejections are based on combinations of references. See In re Keller, 642 
F.2d 413, 208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 USPQ 375 
(Fed. Cir. 1986). 

Due to the reasons stated above, the Examiner maintains rejections with respect to the 
pending claims. The prior arts of records taken singly and/or in combination teach the limitations 
that the Applicant suggests distinguish from the prior art. Therefore, it is the Examiner's 
conclusion that the pending claims are not patentably distinct or non-obvious over the prior art of 
record as presented. 

Claim Rejections - 35 USC § 103 

I. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

II. Claims 1, 8, 17, 24, and 31-32 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Nagai et al, US Pub. No. 2005/0185547 and further in view of Pebley et al, US Patent No. 
6,154,840. 

As per claims 1,17, and 3 1 : 

Nagai et al. substantially teach the device/method/computer readable medium 
comprising: a memory unit containing data, including content data (par. 132) and a block 
permission table defining memory-access control information (par. 266 and par. 269 and Fig. 
23), and an integrity check value for the block permission table generated based on a memory 
unit identifier (par. 148 and par. 155), the memory unit having a data storage area comprising a 
plurality of blocks, each of the blocks comprising M sectors from a first to a M-th sector with 
each sector having a predetermined data capacity, where M represents a natural number (par. 
137); a processing unit for dividing content data into separate content data portions, for storing 
each of the separate content data portions in a different sector within a first data block of the data 
storage area (par. 178 and Fig. 5, elements 502 & 507); and for a security header corresponding 
to the content data in a second data block of the data storage area, wherein the first data block is 
different from the second data block (par. 138, lines 12-22 and Fig. 5, element 503); an integrity 
check unit for checking the integrity of the block permission table based on the integrity check 
value generated based on a memory unit identifier (par. 155), wherein the security header stored 
in the second data block includes each encryption key used for encryption of the first data block 
(par. 152, lines 1-7). 
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Not explicitly disclosed is a cryptosystem unit for performing sector-level encryption by 
using a different encryption key for each sector of the first data block to execute encryption 
processing on the content data portion to be stored in each of the sector. However, Pebley et al. 
teach a different key may be created and used to encrypt/decrypt each portion of the content file 
which was broken up into blocks (col. 4, lines 32-67). Therefore, it would have been obvious to 
a person in the art at the time the invention was made to modify the method disclosed in Nagai et 
al. to use a different key to encrypt/decrypt each sector. This modification would have been 
obvious because a person having ordinary skill in the art, at the time the invention was made, 
would have been motivated to do so since Pebley et al. suggest that using a different key per 
sector strengthens the level of confidentiality for the document in col. 4, lines 32-67 and col. 5, 
lines 26-32. 

As per claims 8, 24, and 32: 

Nagai et al. substantially teach the information recording device/method for executing 
processing/computer readable medium comprising: a memory unit containing data, including 
encrypted content data (par. 122) and a block permission table defining memory-access control 
information (par. 266 and par. 269 and Fig. 23), and an integrity check value for the block 
permission table generated based on a memory unit identifier (par. 148 and par. 155), the 
memory unit having a data storage area comprising a plurality of blocks, each of which 
comprising M sectors form a first sector to a M-th sector which each have a predetermined data 
capacity, where M represents a natural number (par. 137); a processing unit for reading 
encrypted content data portions which together comprise encrypted content data, wherein each 
encrypted content data portion has been encrypted and is read from a different sector within a 
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first data block of the data storage area (par. 178 and Fig. 5, elements 502 and 507) and for 
reading a security header corresponding to the encrypted content data from a second data block 
of the storage area, wherein the first data block is different from the second data block (par. 138, 
lines 12-22 and Fig. 5, element 503); and an integrity checking unit for checking the integrity of 
the block permission table based on the integrity check value generated based on a memory unit 
identifier (par. 155), wherein the security header read from the second data block includes the 
encryption key used to encrypt each encrypted content data portion read from the first data block 
(par. 152, lines 1-7). 

Not explicitly disclosed is wherein each encrypted content data portion has been 
encrypted using a different encryption key and performing sector level decryption by using 
different decryption keys. However, Pebley et al. teach a different key may be created and used 
to encrypt/decrypt each portion of the content file which was broken up into blocks (col. 4, lines 
32-67). Therefore, it would have been obvious to a person in the art at the time the invention 
was made to modify the method disclosed in Nagai et al. to use a different key to encrypt/decrypt 
each sector. This modification would have been obvious because a person having ordinary skill 
in the art, at the time the invention was made, would have been motivated to do so since Pebley 
et al. suggest that using a different key per sector strengthens the level of confidentiality for the 
document in col. 4, lines 32-67 and col. 5, lines 26-32. 

III. Claims 5-6, 12-13, 21-22, and 28-29 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Nagai et al, US Pub. No. 2005/0185547 and Pebley et al, US Patent No. 
6,154,840, as applied to claims 1, 8, 17, and 24 above, and further in view of Dilkie et al, United 
States Patent No. 6,341,164. 
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As per claims 5 and 21 : 

Nagai et al. and Pebley et al. substantially teach an information recording device and 
method of claims 1 and 17. Not explicitly disclosed is the information recording device and 
method wherein, in said cryptosystem unit, the encryption processing is executed as single-DES 
encryption processing using different encryption keys for each sector of the first data block. 
However, Dilkie et al. teaches the use of a single-DES encryption processing. Therefore, it 
would have been obvious to a person in the art at the time the invention was made to modify the 
device/method disclosed in Nagai et al. to use single-DES for the encryption processing. This 
modification would have been obvious because a person having ordinary skill in the art, at the 
time the invention was made, would have been motivated to do so since it is suggested by Dilkie 
et al. in col. 2, lines 48-54. 
As per claims 6 and 22: 

Nagai et al. and Pebley et al. substantially teach an information recording device and 
method, as applied to claims 1 and 17 above. Not explicitly disclosed is the information 
recording device wherein, in said cryptosystem unit, the encryption processing for the first sector 
to the M-th sector is executed as triple -DES encryption processing using at least two different 
encryption keys for each of the sectors. However, Dilkie et al. teaches the use of a triple-DES 
encryption processing. Therefore, it would have been obvious to a person in the art at the time 
the invention was made to modify the device/method disclosed in Nagai et al. to use triple-DES 
for the encryption processing. This modification would have been obvious because a person 
having ordinary skill in the art, at the time the invention was made, would have been motivated 
to do so since it is suggested by Dilkie et al. in col. 2, lines 48-54. 
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As per claims 12 and 28: 

Nagai et al. and Pebley et al. substantially teach an information recording device and 
method of claims 8 and 24. Not explicitly disclosed is an information playback device and 
method wherein, in said cryptosystem unit, the decryption processing is executed as single-DES 
decryption processing using different decryption keys for the sectors. However, Dilkie et al. 
teaches the use of a single-DES encryption processing. Therefore, it would have been obvious to 
a person in the art at the time the invention was made to modify the device/method disclosed in 
Nagai et al. to use single-DES for the encryption processing. This modification would have been 
obvious because a person having ordinary skill in the art, at the time the invention was made, 
would have been motivated to do so since it is suggested by Dilkie et al. in col. 2, lines 48-54. 
As per claims 13 and 29: 

Nagai et al. and Pebley et al. substantially teach an information playback device and 
method, as applied to claims 8 and 24 above. Not explicitly disclosed is the information 
playback device wherein, in said cryptosystem unit, the decryption processing for the first sector 
to the M-th sector is executed as triple -DES decryption processing using at least two different 
decryption keys for each of the sectors. However, Dilkie et al. teaches the use of a triple-DES 
decryption processing. Therefore, it would have been obvious to a person in the art at the time 
the invention was made to modify the device/method disclosed in Nagai et al. to use triple-DES 
for the decryption processing. This modification would have been obvious because a person 
having ordinary skill in the art, at the time the invention was made, would have been motivated 
to do so since it is suggested by Dilkie et al. in col. 2, lines 48-54. 
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Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Nadia Khoshnoodi whose telephone number is (571) 272-3825. 
The examiner can normally be reached on M-F: 8:00-4:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

/Nadia Khoshnoodi/ 
Examiner, Art Unit 2437 
7/3/2010 

NK 

/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2437 



